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Abstract
This strategic review explores the complex and multifaceted aspects of the digital
transformation in mental health care, including the integration of Artificial
Intelligence (Al)-based tools within psychiatric practice. There is broad agreement
among key international organizations and academic experts that this transforma-
tion has the potential to significantly improve access to mental health services.
Additionally, Al can enhance diagnostic and therapeutic processes, offering many
positive contributions. However, there are also concerns regarding potential
drawbacks, including ethical, legal, clinical, and socio-cultural challenges. These
issues can only be effectively addressed through the development of appropriate
policies, regulatory frameworks, and robust evaluation procedures. For countries,
the critical question is whether they can mobilize the necessary political will and

resources to implement such innovations in a thorough and systematic manner.



Introduction — scope and purpose of the dissertation

Digital transformation (DT) involves the use of digital technologies to create new
processes, replace existing ones, or enhance current systems across various aspects
of human activity, including public health and healthcare. In recent years, Artificial
Intelligence (Al) has significantly transformed how health and related disciplines
address key areas of health development and service delivery. This dissertation aims
to explore and discuss the multiple dimensions (political, governance, scientific,
technical, ethical, and legal) at the intersection of digital transformation and Al in
promoting mental health and well-being, as well as in the prevention and treatment
of mental health disorders.

Mental health represents a global challenge. 13.9% of the world’s population
experienced mental health disorders in 2021 with staggering impacts on the
wellbeing of affected people, their families and societies as a whole. The global
economic value associated with the burden of mental disorders was estimated at
about USD 5 trillion in 2022. In line with WHO guidance policies (World Health
Organization, 2021), strategies and plans addressing mental health disorders need to
be value-based, comprehensive, responsive, personalized, continuous and accessible
to all. Recognizing the critical importance of mental health, particularly in the wake
of the unprecedented crises of recent years, the European Union launched a new
comprehensive mental health approach in 2023 (A comprehensive approach to
mental health - European Commission, n.d.). With a budget of €1.23 billion, the
initiative includes a broad range of flagship projects and emphasizes the substantial
cost of inaction, estimated at €600 billion annually.

The dissertation will aim at addressing the following questions: What is the
emerging landscape and potential of digital transformation and Al in mental health
promotion and care today? What are the critical issues could hinder, distort or
undermine their widespread integration into daily life? Applying a 21*" century lens
(THE 17 GOALS | Sustainable Development, n.d.) on values and principles, what
should be the recommended preconditions for effectively leveraging digital

transformation and Al in practice? and to what extent are these preconditions



reflected in the relevant policies and practices in Greece, considering its unique

social, cultural, economic, and geographical characteristics?

Mental health in the 21" century and the post pandemic era

Mental health has become one of the most pressing global issues of the 21° century,
with the COVID-19 pandemic acting as a significant catalyst in amplifying pre-existing
challenges. The mental health of individuals and communities worldwide has been
significantly affected by the pandemic, with rising cases of anxiety, depression, and

post-traumatic stress disorders (PTSD).

Key Issues in Mental Health in the 21st Century

Global Mental Health Crisis: The prevalence of mental health conditions has surged

in recent decades. Anxiety disorders, depression, and other mood disorders are now
the leading causes of disability worldwide. According to the World Health
Organization (WHO), one in four people globally will be affected by mental or
neurological disorders at some point in their lives. This increase in mental health
problems can be attributed to numerous factors, including societal changes, rapid
urbanization, economic crises, climate change, and the widespread use of digital
technology, which can exacerbate issues such as social isolation, cyberbullying, and
addiction (Mental health, n.d.).

1. Impact of the COVID-19 Pandemic (World Health Organization, 2022):

The COVID-19 pandemic has further exacerbated the mental health
crisis, highlighting the vulnerability of populations under stress. Social
isolation, fear of illness, loss of livelihoods, and grief from losing loved
ones have led to increased rates of mental health disorders globally. In
addition, the closure of schools, workplaces, and community spaces has
disrupted social support systems that individuals depend on for

emotional well-being. In many parts of the world, mental health services



were disrupted, leaving individuals without necessary support during a
time of acute distress.

Stigma and Lack of Awareness: Mental health stigma continues to be a

pervasive issue worldwide, hindering people from seeking help. Many
individuals in both developed and developing countries fear discrimina-
tion and marginalization, which can prevent them from accessing mental
health services. Furthermore, there is often a lack of understanding
about mental health issues, both in terms of the general population and
even among some healthcare providers. This gap in knowledge impedes
early diagnosis and intervention, leading to worsening symptoms and, in
some cases, permanent disability.

Mental Health in Vulnerable Populations: Certain groups are particularly

vulnerable to mental health problems. These include people who are
homeless, refugees, migrants, individuals living in poverty, children, the
elderly, and those with pre-existing physical health conditions. Mental
health issues in these populations are often compounded by a lack of
access to healthcare, social isolation, discrimination, and exposure to
trauma or violence. For instance, refugees and displaced persons fre-
guently experience PTSD and anxiety as a result of the traumatic events
they have endured, including war, persecution, and separation from

family members.

Determinants of Mental Health

Mental health is shaped by a complex interplay of biological, psychological, and

social determinants. Understanding these factors is crucial for developing effective

strategies to address mental health issues in the 21* century (Patel et al., 2018).

1.

Biological Factors: Genetics and neurobiology play significant roles in

determining an individual’s vulnerability to mental health conditions. For
example, individuals with a family history of mental illnesses such as

schizophrenia or bipolar disorder may be at a higher risk. Additionally,



changes in brain chemistry and structure can lead to conditions like
depression and anxiety.

2. Psychological Factors: Psychological well-being is influenced by an

individual’s coping mechanisms, personality traits, and life experiences.
Traumatic events, abuse, neglect, and stressors such as job loss or
relationship breakdowns can trigger mental health disorders. Resilience,
however, can buffer the effects of these stressors, and individuals with
strong coping skills or social support are better able to manage adversity.

3. Social Determinants: Social factors, including socioeconomic status,

education, employment, and social connections, play a vital role in shap-
ing mental health. People living in poverty or facing economic instability
often experience higher levels of stress, which can lead to mental health
issues. Social support networks, including family, friends, and communi-
ty, provide a critical buffer against mental health problems. Isolation, on
the other hand, can increase the risk of developing conditions such as
depression and anxiety.

4. Cultural and Environmental Factors: The cultural context and environ-

ment in which individuals live also influence their mental health. In some
societies, mental health issues may be less acknowledged or even
stigmatized, preventing individuals from seeking care. Additionally,
environmental stressors, such as living in overcrowded or unsafe
conditions, can contribute to mental health deterioration. In recent years
eco-anxiety due to the climate crisis has become increasingly prevalent

amongst the young.

Needs of Vulnerable Populations in Remote Areas and Poor Countries

Vulnerable individuals, especially those living in remote areas or in poverty-stricken
countries, face significant barriers to mental health care. Addressing their needs

requires a multi-faceted approach that considers the unique challenges they face.



Limited Access to Mental Health Services: In many remote areas and

poor countries, mental health services are scarce, and there is often a
lack of trained mental health professionals. Rural areas, in particular,
experience shortages of psychiatrists, psychologists, and social workers.
This lack of access means that people suffering from mental health
conditions often go untreated, exacerbating their symptoms. In some
cases, healthcare providers in these areas may not have the proper
training to recognize or address mental health issues.

Economic Barriers: The cost of mental health care is another significant

barrier for individuals in low-income settings. Even when mental health
services are available, they may not be affordable, and many individuals
living in poverty cannot bear the costs of private therapy or medications.
Public mental health systems in many developing countries are
underfunded, and resources are often directed toward physical health
services, leaving mental health care as a lower priority.

Cultural and Social Barriers: In many remote or low-income areas, mental

health issues are often misunderstood or stigmatized. Cultural beliefs
and taboos surrounding mental illness can prevent individuals from
seeking help. Moreover, there may be a lack of awareness about the
nature of mental health disorders and available treatment options. This
makes education and awareness campaigns crucial for overcoming the
barriers to mental health care.

Trauma and Displacement: Vulnerable populations in remote areas and

poor countries are often disproportionately affected by trauma. War,
natural disasters, displacement, and violence can lead to long-lasting
psychological effects, including PTSD, anxiety, and depression. Refugees
and displaced persons, in particular, face the added burden of cultural
adaptation and the trauma of leaving behind their homes and families.
Addressing the mental health needs of these groups requires trauma-
informed care and services tailored to their specific experiences.

Social Isolation and Loneliness: In rural or impoverished settings, people

may experience social isolation due to limited social networks and

9



geographic barriers. The elderly, in particular, may experience loneliness,
which is a significant risk factor for mental health issues such as depres-
sion. Social isolation is compounded by poor infrastructure, making it

difficult for individuals to connect with others or access support services.

Mental health in the 21° century remains a critical issue, especially in the aftermath
of the COVID-19 pandemic, which has further underscored the need for a more
robust and accessible mental health infrastructure. Determinants such as biological,
psychological, and social factors contribute to the development of mental health
conditions, and vulnerable populations, particularly those in remote areas and low-
income countries, face significant challenges in accessing care. Addressing these
challenges requires a comprehensive approach, including the expansion of mental
health services, increasing awareness and education, and tackling the social and
economic barriers that prevent individuals from seeking help. Only by addressing
these issues can we ensure that mental health becomes a global priority, leading to

better outcomes for individuals and communities worldwide.

Framing the issue

Thinking about or being exposed to the different digital and Al applications in mental
health can evoke a range of conflicting feelings of awe, amazement, confusion and
concern. While these feelings are not unique to this particular domain, they hold an
added significance due to the stigma and challenges mental health faces in today’s
society. There is a growing need for mental health support and services in the light
of rising rates especially of depression, anxiety and stress. At first glance, the
transformation of the mental health care landscape through digital technologies and
Al appears to be a huge blessing. However, as is the case in many other fields, the
rapid pace of change not only solves existing problems but also introduces new
dilemmas, often leaving enthusiastic users unprepared for the consequences of
these digital applications. This dissertation aims to systematically explore and under-

stand the various facets of digital and Al applications in mental health through the
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lens of values and principles, as defined by the World Health Organization and other
relevant agencies in the field. For this purpose, the following issues will be
addressed:
o Identify, describe and categorize the key technologies and relevant services
being introduced in this in mental health care within the broader context of
the digital transformation of health services (Chapter 1).
e Contextualize how these technologies and services are perceived and
addressed by the international community (Chapter 2).
o Explore and analyse the advantages, concerns and the risks associated with
digital technologies and Al in mental health care (chapter 3).
e Review and synthesize the policies, strategies and actions proposed to
address the digital transformation of mental health care (chapter 4).

e |dentify critical preconditions for successful implementation (chapter 5).

Additionally, the dissertation will examine the case of Greece focusing on existing

policies, plans and services provided (chapter 6).

Methodology and Research Hypothesis

This is first and foremost a strategic review designed to synthesize existing literature,
with a specific focus on conceptualizing and contextualizing the features and
implications of introducing digital and Al-based technologies in mental health care. It
is not intended to be a systematic review or a met-analysis; rather it is a conceptual
thematic analysis. The review follows a logical and analytical sequence, beginning
with the identification of key facts about the diverse benefits and challenges of
digital and Al applications in mental health. It then explores how key policy and
academic actors have shaped the path for their fair and practical implementation.
For this purpose, a narrative review approach was adopted, focusing on a curated
selection of literature. This study utilized four sources of information: grey literature
(literature produced by organizations outside academic and commercial channels)
retrieved via Google; academic journal articles accessed through Google Scholar;

official websites of organizations such as the WHO, UNICEF, the Council of Europe,
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the European Union, and the European and American Psychiatric Associations; and
the Greek Ministry of Health website. The following key terms were systematically
used in various combinations across all searches: “mental health”, “digital”, “digital

” " 4 "

transformation”, “Al applications”, “Al tools”, “review article”, “strategy”, “policy”.
The search of academic journals covered the period from 2015 to 2024’. For
international bodies, the focus was on the most recent relevant information, with
the exception of materials related to charters of human rights or equivalent
documents.

The strategic focus of the analysis in the present study recognises the socio-
political context within which the digital transformation of health care and
specifically of mental health care must take place. Digital and Al-based applications
in mental health care should not be viewed merely as innovations in clinical practice;
rather, they represent interventions that fundamentally transform how society
understands and addresses mental health. This shift inevitably raises a range of

political, legal and ethical questions. Al-based applications were used to verify and

enhance the accuracy of the English language in the study.

Scientific Research question or Hypothesis

“The positive impacts of the intersection of the digital transformation and Al with
mental health appear to significantly outweigh its negative effects which can be

effectively limited through value- driven policies, regulatory and legal frameworks.”

12



Chapter 1. The mental health digital landscape

Al has brought many possibilities to mental health care (Graham et al., 2019): It
enhances detection and diagnosis of mental illnesses; it offers the possibility to
analyse large and diverse data sources for deeper insights; it has widened
understanding of mental illness biological mechanisms; it can provide remote
therapy and intelligent self-diagnostics for mental iliness severity; it can identify risk
and protective factors; it can follow up and monitor treatment progress and
medication compliance; and it can significantly contribute to alleviating the time

constraints faced by psychiatrists and in designing personalised treatments.

Categories of Digital and Al-Based Innovations in Mental Health Care:

Functions and Applications

Digital and Al-based innovations are increasingly shaping the landscape of mental
health care by introducing various tools and technologies designed to support
diagnosis, treatment, and overall well-being.

One major category is Telehealth (Hermes et al., 2020), and Virtual Care
Platforms (Hagi et al., 2023), which enable remote consultations between patients
and mental health professionals through telepsychiatry, including video calls, phone
calls, and text messaging. These platforms also provide access to online therapy,
offering interventions like Cognitive Behavioral Therapy (CBT), Dialectical Behavior
Therapy (DBT), and other therapeutic methods, either in live or on-demand formats.
Additionally, virtual support groups create online spaces for peer-to-peer support,
often serving patients with similar conditions such as depression, anxiety, or
substance abuse.

Al-assisted diagnosis and screening (Olawade et al., 2024) represent another

significant advancement, with Al tools trained to analyse symptoms, medical
records, and behavioral data to diagnose mental health conditions like depression
(Yousufi et al., 2024), anxiety, and schizophrenia. These tools include sentiment and

speech analysis, where Al evaluates speech patterns and sentiment to detect early
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signs of mental health issues. Facial recognition for emotion detection is also
employed to interpret facial expressions and identify emotions such as sadness or
anger, contributing to the early identification of mood disorders.

Digital therapeutics and Al-driven interventions (Carl et al., 2022) are another

area of growth. Al-powered CBT apps, such as Woebot and Youper, deliver
personalized mental health interventions using cognitive behavioral techniques.
Digital therapeutics (DTx) are clinically validated software solutions that provide
evidence-based therapeutic interventions, often for conditions like anxiety, depres-
sion, and PTSD. Mood and behaviour tracking apps also help individuals monitor
their emotional well-being, offering insights into mental health trends through Al-
powered analysis of personal data.

The use of chatbots and virtual mental health assistants (Anguera et al.,

2017) has also gained popularity. These Al-powered conversational agents (Siddals
et al.,, 2024), like Woebot, Tess, and Wysa, offer emotional support, provide CBT
techniques, deliver psychoeducation, and engage in real-time interactions with
users. Additionally, virtual assistants are designed to support cognitive and
emotional needs, offering reminders, coping strategies, and emotional responses to
assist patients in managing mental health challenges.

Self-help and psychoeducation tools (Leech et al., 2021) are widely available

through mobile mental health apps, which provide resources like mood tracking,
meditation, relaxation techniques, and self-help exercises. Psychoeducation plat-
forms further support mental well-being by offering educational content on mental
health conditions, treatment options, and wellness practices. Digital suicide preven-
tion apps (Torok et al.,, 2020), for example, provide psychological self-help tools
aimed at individuals at risk of suicide who may not engage with traditional health
services.

Al is also playing a role in personalized treatment and decision support (Lee

et al.,, 2021) by analysing patient data to recommend tailored treatment plans. Al-
driven systems assist mental health professionals with clinical decision support,
providing data-based recommendations for diagnosis, treatment options, and

patient monitoring.
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Virtual reality (VR) and augmented reality (AR) applications are making

strides (Valmaggia et al., 2016) in therapeutic environments. VR-based therapies
expose patients to controlled virtual environments to treat conditions like anxiety
disorders, PTSD, and phobias. AR tools are being used in cognitive rehabilitation and
stress management, allowing patients to interact with virtual environments to
address therapeutic needs.

Data analytics and predictive _models (Katarya and Maan, 2020) further

enhance mental health care by predicting the onset of mental health conditions
through machine learning algorithms that analyze historical data, social media
activity, and behavioral patterns. Big data is also being utilized to identify trends and
correlations, informing mental health research and intervention strategies.

Wearable devices and biofeedback technologies (Hunkin et al., 2020) offer

valuable tools for managing mental health. Wearable devices (Masri et al., 2024)
track physiological data, such as heart rate, sleep patterns, and physical activity,
providing real-time feedback to help manage stress, anxiety, and depression.
Biofeedback devices, on the other hand, offer users real-time data on physiological
responses, such as heart rate variability, enabling them to control stress levels and
improve emotional regulation.

Finally, online assessment and monitoring tools (Ebert et al., 2015) contribute

to the ongoing evaluation of mental health. Digital assessments allow users to self-
assess their mental health conditions, providing diagnostic feedback or helping
clinicians monitor patient progress remotely. Real-time monitoring systems utilize
Al to continuously track changes in behaviour, mood, or activity levels, alerting
clinicians to potential changes in mental health status and enabling timely
intervention (Okoro et al., 2024).

This typology consisting of ten main categories (Table 1), classifies the diverse
digital and Al technologies that are currently being utilized or investigated in mental
health care. Each category fulfils a specific function, ranging from enhancing
diagnosis and treatment to increasing accessibility and fostering patient engage-
ment. These technologies signify a transformative shift in the mental health sector,
though they also introduce new challenges concerning privacy, ethical and legal

considerations, and integration into existing care frameworks. Ethical concerns
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include the potential of Al overriding clinical decisions or making treatment decisions

without human oversight.

Table 1. Main categories of Digital and Al-Based Innovations in Mental Health Care

Telehealth and virtual care platforms

Al-assisted diagnosis and screening

Digital therapeutics and Al-driven interventions

Chatbots and virtual mental health assistants

Self-help and psychoeducation tools

Personalized treatment and decision support

Virtual reality (VR) and augmented reality

Data analytics and predictive models

Wearable devices and biofeedback technologies

Online assessment and monitoring tools

The digitalization of mental health care offers the possibility of Hybrid Mental Health
Care (Chen et al., 2024) (combining of synchronous in-person or telehealth contact
with the system with asynchronous digital tools such as smartphone applications
(e.g. mood tracking psychoeducation), wearable devices, collecting real data outside
sessions (process mining, time series analytics), virtual reality (e.g. exposure therapy,
empathy machines), robotics and sensing (facial expression analysis, affective
computing).

Teletherapy platforms allow people to connect with licensed therapists via
video, chat or phone. It should be noted that online platforms can be used privately,
reducing the stigma associated with seeking help and they can also connect people
with others facing similar challenges. They also offer possibilities for digital advocacy
(Okoro et al., 2024) and peer support.

Al-based Chatbots provide conversational support and early intervention for
those feeling stressed and anxious. Most importantly many digital tools are free or
cheaper than personal therapy increasing access to those in need. Digital services
make a significant difference in crises situations allowing the possibility to get
immediate support.

A great advantage of these technologies is the fact that they can bridge
geographical gaps, making mental health support easier to reach to poor and under-

served parts of the world.
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Chapter 2. International perspectives

There are several reasons for which it is important to consider at the start the
international dimensions of the use of digital technologies and Al in mental health
care. Mental health is a global issue in an increasingly interconnected world. The
study explores the international dimensions of digital mental health by examining
the views and recommendations of key international bodies alongside insights from
the literature on the use of such technologies across different regions of the world:

e The views and recommendations of the WHO, the world's leading authority
on health.

e The views and recommendations of UNICEF, the leading UN agency for the
health of children and adolescents, for whom mental health issues are of
critical importance.

e The views and recommendations of two of the world’s most authoritative
scientific bodies in mental health: the European and American Psychiatric
Associations.

e The views and recommendations of the Council of Europe, which system-
atically addresses the human rights, legal, and ethical standards of health-
related applications and interventions.

e The views, recommendations and regulatory decisions of the European Union
with regard to the mental health and digital Al-driven care.

e Accounts of the use of digital and Al uses in mental health across different

regions.

The above-mentioned bodies have issued universal standards, comprehensive guide-
lines and recommendations for the implementation and use of digital and Al tools
and services in mental health care. The underlying assumption in the following
analysis is that digital transformation has the potential to significantly improve global
access to high-quality mental health services and platforms, as long as these services

are culturally sensitive, well-regulated, and uphold rigorous ethical standards.
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All WHO strategies and plans are grounded in the human right to health and
well-being (World Health Organization, 1948), the principles of equity, health for all
and universal coverage, and the 17 Sustainable Development Goals (SDGs) set by the
United Nations (THE 17 GOALS | Sustainable Development n.d.). Currently WHO is
implementing the Comprehensive Mental Health Action Plan 2013-2030 (World
Health Organization, 2021) and the Global Strategy on Digital Health 2020-2025
(World Health Organization, 2021).

The Mental Health Action Plan puts emphasis on a rights-based approach
promoting human rights and addressing the stigma and discrimination often associ-
ated with mental health conditions and fostering mental wellbeing and resilience.
The Plan puts forward four major objectives: 1) more effective leadership and
governance for mental health; 2) the provision of comprehensive, integrated mental
health and social care services in community-based settings; 3) the implementation
of strategies for promotion and prevention; and 4) strengthened information
systems, evidence and research. The WHO Comprehensive Mental Health Action
Plan 2013-2030 acknowledges the growing importance of digital tools and Al in
advancing mental health care, particularly in addressing gaps in mental health
services, improving access, and enhancing the quality of care. The Plan provides
recommendations for integrating innovative technologies such as digital tools and Al
to improve mental health services. Digital tools are regarded as essential for expand-
ing mental health services especially in underserved areas and in providing psycho-
education and cognitive-behavioral therapy interventions. The Plan also recognizes
the potential of Al in diagnosing mental health conditions and predicting outcomes
while emphasizing the importance of data privacy and the need to uphold high
ethical standards.

The WHQ'’s 2020-2025 Global Strategy on Digital Health acknowledges the
transformative potential of digitalizing healthcare. This strategy aims to leverage
digital health tools, including Al, to enhance mental health care worldwide, with a
particular focus on supporting vulnerable populations. It outlines a vision for the
integration of digital technologies into health systems world-wide. The strategy aims
to take full advantage of the potential of digital technologies to advance universal

health coverage by improving access, quality and efficiency of health care with
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special emphasis on access to all including the vulnerable and underserved
populations. It also underscores the importance of global cooperation between
governments the private sector and civil society to maximize the impact of digital
health (e-health) and calls for robust mechanisms to safeguard personal data.

Both the European (European Psychiatric Association — EPA, 2024) (EPA) and
American Psychiatric Associations (Home, n.d.) have actively engaged in the digitali-
zation of mental health care, providing guidelines and recommendations to enhance
the integration of digital technologies, including artificial intelligence (Al), into
psychiatric practice. The American Psychiatric Association (APA) has played a
particularly active role, offering various frameworks and recommendations to guide
the use of digital tools in mental health care.

Recognizing the increasing significance of digital tools in modern psychiatry,
the EPA established a Digital Section within the Association. This section, among
other initiatives, develops practical guidance on integrating digital and Al methods
into psychiatry, as well as creating toolkits with educational materials for practitio-
ners on various applications, such as telepsychiatry. In 2023 it published comprehen-
sive guidance on the introduction of digital mental health interventions into clinical
practice (Kalman et al., 2024). APA has issued encouraging position statements on
various applications including telepsychiatry and digital therapeutics with guidance
on how they should be used effectively and ethically. It has given special attention to
the ethical implications of Al in mental health (Moran, 2023) (Al in psychiatry will
help, but is not a substitute for physicians, 2024) and established principles for its
use driven by the principles of transparency, fairness, accountability, privacy,
security, autonomy and informed consent.

UNICEF's Mental Health Innovation Portfolio (Mental Health Innovation Port-
folio | UNICEF Office of Innovation, n.d.) supports innovative digital health solutions
to improve mental health for children and adolescents. It focuses on scaling digital
interventions through collaborations with governments, tech companies, and other
international organizations. UNICEF argues that “the mental health crisis is complex
and interconnected, demanding a collaborative approach rooted in systemic innova-
tion” and that this challenge also requires strategically redesigning systems and

technologies.
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Amongst the innovations it promotes are: TeleMentalHealth which leverages
social media platforms to raise awareness and improve access to mental and psycho-
social health services for children and adolescents. Using a chatbot-driven digital
platform, it offers information, connects users with mental health professionals, and
provides emergency support, especially in areas with limited connectivity; Tele-
Children Protection Unit which helps improve access to highly responsive multi-
disciplinary support to victims of abuse; TeleTech4 utilizes a variety of technologies,
including video games, chatbots, and Al, to offer mental health and psychosocial
support in the Latin America and Caribbean region. Additionally, the "Big Data for
Mental Health" initiative employs big data to provide policymakers with valuable
insights, aiding in the development of effective policies and interventions. The Port-
folio continues to evolve, exploring cutting-edge innovations aligned with emerging
trends. It includes virtual reality-based care, therapeutic computer games, data-
driven research, remote training to address workforce shortages, advanced chatbot-
powered response systems, and self-care apps for youth mental health.

The Council of Europe (The Council of Europe: guardian of Human Rights,
Democracy and the Rule of Law for 700 million citizens - Portal - www.coe.int, n.d.)
does not have direct competence in health care policy, as its primary focus is on
human rights, democracy, and the rule of law across its member states. However, it
does address health-related issues within the broader context of human rights,
public health, and social protection. In this context, it has taken steps to address
issues related to the use of digital technologies and Al in healthcare, including
mental health care, through a wide range of Resolutions and policy documents with
a focus on the following (European Court of Human Rights and Council of Europe,
1950): the protection of human rights in the digital age; the right to privacy to
protect sensitive personal data; the need to be non-discriminatory catering to
diverse populations and ensuring the vulnerable and marginalised groups are not
excluded; and the right to informed consent, autonomy and dignity.

Most importantly, the Council also emphasizes the need to mitigate risks
associated with algorithmic bias, lack of transparency and accountability, and the
potential harm caused by poorly designed or unregulated Al systems in mental

health care. Crucially the Council has advocated for robust data protection
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mechanisms, the importance of not replacing human professionals in mental health
care, the need to involve diverse perspectives in the development of algorithms, to
take special care for children and adolescents and to be inclusive of older people and
individuals with disabilities, and last but not least the need for international
collaboration with UN agencies and the EU.

The EU adopts a balanced approach to the use of Al and digital technologies
in mental health, striving to promote innovation while addressing ethical, regulatory,
and privacy issues. Through frameworks such as the GDPR (GDPR Archives, n.d.), the
Al Act and the 2024 Regulation (Regulation - EU - 2024/1689 - EN - EUR-Lex, n.d.),
and the European Health Data Space (EHDS) (European Health Data Space - Euro-
pean Commission, 2024), the EU aims to ensure that Al and digital tools in mental
health care are deployed responsibly, transparently, and equitably, benefiting
individuals and healthcare systems throughout the region.

Specific issues covered by the various relevant EU guidelines include ensuring
that digital health tools including Al are accessible and efficient while securing data
privacy and security for patients; that adhere to principles of accountability and user
consent; that preserve the right to explanation of automated decision-making
processes; that strong safeguards are in place to prevent data breaches; that they
must undergo rigorous testing to meet strict standards of safety given that Al tools
used in mental health care are classified as “high-risk”; that digital mental health
tools are interoperable across EU countries; and that funding through Horizon
programme, is available for developing and testing Al-based mental health interven-
tions.

Furthermore, the EU Mental Health Comprehensive Approach (A comprehen-
sive approach to mental health - European Commission, n.d.) highlights the transfor-
mative potential of digital health and Al in improving mental health care provided
relevant operational and ethical standards are upheld. The EU advocates for scaling
digital mental health solutions to ensure equitable access to care for all individuals in
need across member states. Lastly the EU also supports digital literacy initiatives
particularly in underprivileged communities.

The global adoption of digital mental health solutions and innovations in this

domain varies widely in different parts of the world (Volpe et al., 2024). Indeed,
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there is considerable diversity and inequality between high-, low- and middle-
income countries, but also among nations with advanced health systems. Challenges
faced globally include limited access to technology and internet connectivity,
fragmentation in resource allocation, need for professional training and capacity to
use Al and digital technologies, lack of regulatory and accountability frameworks and
considerable cultural barriers. For poorer regions like Sub-Saharan Africa and
Southeast Asia, where access to traditional mental health services is limited, digital
mental health tools are crucial.

The global perspective (World Health Organization, 2021) emphasizes both
the opportunities and challenges associated with the digitalization of mental health
care. Digital health and Al can improve global access to mental health care,
supported by key international bodies. WHO advocates for a rights-based approach,
promoting digital tools and Al in underserved areas. UNICEF focuses on innovative
digital solutions for children and adolescents, while the EU ensures ethical, privacy-
respecting frameworks for digital health tools. The APA and EPA provide guidelines
for integrating Al in psychiatry, emphasizing ethics and practical use. The Council of
Europe addresses human rights, data protection, and algorithmic fairness. Despite
progress, challenges like limited access and regulatory gaps remain, underscoring the

need for robust governance and international collaboration.
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Chapter 3. Emerging issues that matter — threats and opportunities

The post-Covid-19 pandemic landscape in global mental health has gained significant
prominence, partly due to the pandemic and the financial crises exposing a wide
range of mental health conditions, and also because of the rapid advancement of
digital and Al-driven applications in mental health care.

The literature review highlights the substantial contribution of digital mental
health care to improved health outcomes, though it also presents several important
caveats.

These can be categorised into four key areas:

1. Clinically effective diagnostic and therapeutic applications, though

further evaluation is required.

2. Increased access to mental health care, particularly for underserved and
vulnerable populations, with a need to address the potential risk of
exacerbating inequalities.

3. Notable ethical and legal concerns related to human rights, privacy,
autonomy, and accountability.

4. The necessity for universal regulatory mechanisms that ensure trans-
parency, safety, and user consent, applicable across high, medium, and

low-income countries.

Issues of increased interest in the literature include, how digital technologies can
enhance but not replace existing mental health services (Bond et al., 2023); the need
for digital literacy and participative governance (Zidaru et al., 2021); the potential to
reaching out to marginalised communities (online communities) (Robinson et al.,
2024); and the huge ethical and regulatory challenges (Ogugua et al., 2024) of Al in
the digital transformation of mental health services including issues of human rights
(Galatzer-Levy et al., 2023), stigma, cyberbullying, digital divide, distorted and biased
algorithms (Holzmeyer, 2021).

Based on the reviewed scientific literature and the information contained in

strategies and plans of the international agencies examined in the present study, the
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following SWOT analysis (Strengths, Weaknesses, Opportunities, Threats) of the

digitalization of mental health, including the use of Al, is presented:

Strengths

Increased access to mental health services.

Timely assessments, facilitating prompt interventions and support.
Availability of personalised treatments and tailored-made support.

Potential to reach and serve effectively large populations at lower opera-
tional costs allowing for cost-effective care delivery.

Ability to provide access to help in a discreet and private manner, reducing

the risk of stigmatization

Weaknesses

Concerns about personal data privacy and the risk of breaches.

Risk of biases in Al algorithms from data they have been trained on may lead
to discrimination.

Lack of regulatory oversight nationally and internationally for all relevant
applications.

Risk of depersonalizing mental health care due to a lack of essential human-
to-human interaction.

Further widening of the digital divide due to lack of digital literacy and

unequal access to digital mental health care services.

Opportunities

Mental Health Care for All — potential to reach out to the poor, the displaced,
the vulnerable and those living in conflict zones.

Existing digital and Al-based tools can be made available to underserved
populations including children, older people and the socially excluded.
Digitalization of mental health care now is increasingly integrated into
modern health systems making mental health care more comprehensive,

continuous, and efficient.
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Tremendous potential for new diagnostic methods and treatments that could
revolutionize our understanding of and approach to mental illness.

Al and digital health tools provide opportunities to develop the skills of multi-
disciplinary health professionals to manage mental health conditions.
Increased use of digital platforms can contribute in improving mental health
awareness.

International collaboration can be strengthened by sharing best practices,

data and innovations.

Threats

Complex ethical and legal challenges may emerge from Al applications that
could override clinician decisions or lead to erroneous diagnoses, posing risks
to both individuals and the health system.

The rapid pace of new applications and developments in this field makes it
challenging for regulators to update oversight mechanisms timely and
effectively.

Poorly evaluated applications many compromise quality and efficacy stan-
dards of mental health care.

Overreliance on digital tools and Al could undermine the human face-to-face
essential element in dealing with mental health conditions

Public trust in digital tools and Al applications may be influenced by fears of
safety, transparency and fake information.

Risk of increasing health inequalities between and within countries if digital
transformation policies and strategies do not integrate ‘mental health for all’

targets.

In conclusion, the digitalization of mental health care, including the integration of Al,

holds transformative potential to enhance accessibility, improve efficiency, and

deliver personalized care. However, significant challenges remain regarding privacy,

quality assurance, and the establishment of effective regulatory frameworks. Striking

the right balance between technological progress and the protection of ethical
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standards is essential to ensuring that digital mental health solutions deliver
maximum benefits while minimizing risks. Additionally, addressing equity concerns
and ensuring universal access to digital health tools are critical factors for creating a

successful and inclusive digital mental health ecosystem.

Chapter 4. Typology of country level policy and strategic recommendations

Integrating digital technologies and Al-based applications into the mental health care
system requires the development of policies, strategies, and plans to establish the
necessary supportive operational environment for their effective implementation.
There is no one-size-fits-all approach or single pathway to achieving this. Authorita-
tive international bodies consistently advocate for adopting holistic and systematic
approaches that balance openness to innovation with enforceable standards to
ensure quality and fairness in mental health care delivery.

Countries may choose a general health system framework that defines key
principles, such as health and equity for all, which serves as the foundation for
sector-specific policies and strategies. Digital technologies and Al-based applications
in mental health care may be addressed in standalone policies or included in broader
health system documents. In this chapter, a presentation, categorization, and
synthesis of policy and strategy recommendations from the WHO, UNICEF, and the
scientific literature will be provided.

The World Health Organization (WHQ) has provided comprehensive guidance
on the digitalization of mental health and the use of artificial intelligence (Al) in this

field (Table 2).
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Table 2. WHO policy recommendations

Digital Interventions for Health System
Strengthening (World Health Organization,
2019)

WHO recommends the integration of digital
health technologies to enhance health
systems, including mental health services.
This involves utilizing mobile phones,
tablets, and computers to improve health
outcomes.

Artificial Intelligence in Mental Health
(Artificial intelligence in mental health
research: new WHO study on applications
and challenges, n.d.)

WHO acknowledges the potential of Al in
mental health services and research but
highlights the need for careful evaluation
and regulation to ensure effectiveness and
safety.

Ethical and Governance Considerations for
Al in Health (WHO releases Al ethics and
governance guidance for large multi-modal
models, n.d.)

WHO has released guidance on the ethics
and governance of large multi-modal Al
models in healthcare, emphasizing the
importance of ethical considerations in the
design, deployment, and use of Al techno-
logies.

Regulation of Al for Health (WHO outlines
considerations for regulation of artificial
intelligence for health, n.d.)

WHO provides considerations for the regu-
lation of Al in health, aiming to harness its
potential while minimizing risks.

Global Strategy on Digital Health 2020-2025
(World Health Organization, 2021)

WHOQ's Global Strategy on Digital Health
outlines a framework to integrate digital
technologies in health, promoting colla-
boration, national strategies, and people-
centred systems. It aims to empower
governments, enhance health system
performance, build capacity, foster
innovation, ensure data interoperability,
and strengthen international cooperation
for global adoption of digital health
technologies by 2025.

Comprehensive Mental Health Action Plan
2013-2030 (World Health Organization,
2021)

The Plan recommends investing in digital
infrastructure, building capacity for health
workers to use digital tools and Al apps,
and monitor and evaluate the implementa-
tion of digital mental health solutions.

UNICEF also advocates for the integration of digital health technologies, including Al,
to enhance mental health services for children and adolescents (Table 3). Their
approach emphasizes the importance of safeguarding, ethical considerations, and
the promotion of children's rights in the development and implementation of Al

systems.
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Table 3. UNESCO policy recommendations

Digital Health and Information Systems
(UNICEF, 2024)

UNICEF emphasizes the importance of
digital health technologies in improving
health outcomes for children and adoles-
cents. This includes leveraging digital tools
to enhance access to health services and
information.

Safer Chatbots Implementation Guide
(UNICEF, 2022)

UNICEF provides guidelines for implement-
ing chatbots that prioritize user safety,
especially for children and women. These
guidelines are crucial for developing Al-
driven chatbots that can offer mental
health support while ensuring user
protection.

The guide addresses the need for chatbots
to detect and respond to users in distress,
particularly those experiencing gender-
based violence or other traumatic experi-
ences. It emphasizes the importance of
safeguarding measures in chatbot design to
protect vulnerable users.

Mental Health Innovation Portfolio
(Mental Health Innovation Portfolio |
UNICEF Office of Innovation, n.d.)

UNICEF's Mental Health Innovation Port-
folio focuses on developing and scaling
digital mental health interventions, includ-
ing Al applications, to provide accessible
support to children and adolescents.

The portfolio has implemented transforma-
tive solutions across more than twenty
countries, utilizing technologies such as Al,
chatbots, apps, video games, and big data
to deliver mental health support directly to
children. Approximately 80% of the projects
are classified as digital mental health
interventions.

Policy Guidance on Al for Children
(UNICEF, Ministry of Foreign Affairs of
Finland, 2021)

UNICEF has developed policy guidance to
promote children's rights in Al policies and
practices, ensuring that Al systems uphold
or do not undermine these rights.

The guidance outlines nine requirements
for child-centred Al, including supporting
children's development and well-being,
ensuring inclusion, prioritizing fairness and
non-discrimination, protecting data and
privacy, ensuring safety, providing transpar-
ency, empowering governments and busi-
nesses with knowledge of Al and children's
rights, preparing children for Al develop-
ments, and creating an enabling environ-
ment.

28



UNICEF's Approach to Digital Health
(UNICEF Health Section Implementation
Research and Delivery Science Unit and the
Office of Innovation Global Innovation
Centre, under the coordination of Maria
Muniz, Katharine McFadden and Stuart
Campo, 2018)

UNICEF's approach to digital health aims to
ensure that every child survives and thrives
by leveraging digital technologies to further
the goals of UNICEF’s Strategy for Health
2016-2030.

The approach provides guidance on how
digital tools can support real-time data
capture, evidence generation, and data use
to identify and deliver services to children
and adolescents most in need. It empha-
sizes the importance of protecting patient
privacy, promoting community engage-
ment, equity, and transparency, and in-
creasing the accountability of governments.

Al Policy Guidance: How the World
Responded (Al policy guidance: How the
world responded | Innocenti Global Office
of Research and Foresight, n.d.)

UNICEF has undertaken projects to under-
stand the impact of Al systems on children,
aiming to promote children's rights in Al
policies and practices.

The project culminated in the launch of
guidance to help support and promote
children's rights in Al policies and practices,
raising awareness of how Al systems can
uphold or undermine these rights.

The scientific literature provides a wealth of insightful evidence-informed recom-

mendations also on the more specific aspects of digital mental health interventions

identifying promising opportunities to expand access to care, improve patient

outcomes, and address the global mental health crisis. However, the importance of

ensuring the efficacy, privacy, and accessibility of these tools cannot be overstated.

The integration of telehealth, Al- mobile apps, digital CBT (cognitive behavioural

therapy), and peer support, along with proper training and privacy measures, are key

components for the successful digitalization of mental health care (Table 4).
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Table 4. Policy recommendations related to the use of digital services and apps
proposed in the scientific literature

Expand Access to Telehealth Services Implement and expand telehealth plat-
(Tsou et al., 2021) forms for mental health services, including
video and phone consultations, particularly
for underserved or rural populations.

Integrate Al and Chatbots for Preliminary Use Al-driven tools and mental health

Patient Assessment and Monitoring chatbots to conduct preliminary mental

(Mahreen et al., 2024) health assessments, provide psychoeduca-
tion, and track patients’ progress.

Enhance Digital Cognitive Behavioral Promote and improve access to digital CBT

Therapy (CBT) Programs (Sztein et al., 2018) | programs, especially for patients who have
barriers to attending traditional therapy
(e.g., time constraints, social stigma).

Leverage Mobile Apps for Ongoing Encourage the use of evidence-based

Monitoring and Support (De Witte et al., mental health apps that can support users

2021) with ongoing symptom tracking, mindful-
ness, mood logging, and therapeutic
exercises.

Increase Digital Literacy Among Healthcare | Provide training for mental health

Providers (Martin-Key et al., 2021) professionals in digital tools, platforms, and

data privacy to ensure they are competent
in delivering digital interventions.

Address Data Privacy and Security Concerns | Implement  strong  data protection

(Benjumea et al., 2020) protocols, ensuring that patients’ personal

and mental health data is securely handled.
Incorporate Peer Support and Online Facilitate online peer support groups and
Communities (Smit et al., 2022) communities to provide individuals with

opportunities for shared experiences,
emotional support, and encouragement.

Monitor and Evaluate Effectiveness Regularly analyse data from digital mental
Through Data Analytics (Rosenfeld et al., health interventions to assess their effecti-
2021) veness and improve services.

The area that has attracted the attention of many academic scholars relate to the
fast-growing field of Al-based applications in mental health care. Al holds great
promise for revolutionizing mental health care by improving early diagnosis, treat-
ment personalization, continuous monitoring, and decision-making. The integration
of artificial intelligence (Al) in mental health has the potential to significantly
improve the management of mental health disorders. By adopting Al strategically
and collaboratively, mental health systems can enhance outcomes and provide
accessible care to a broader population.

Below are evidence-based actionable recommendations for utilizing Al in

mental health (Table 5).
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Table 5. Policy recommendations related to the use of Al-based apps proposed in

the scientific literature

Use Al for Early Detection and Screening
(Guo et al., 2024)

Implement Al-driven tools for early
detection and screening of mental health
conditions like depression, anxiety, and
psychosis. These tools can analyse patterns
in speech, text, and behaviour to identify
early signs.

Develop Al-Powered Personalized
Treatment Plans (Zafar et al., 2024)

Use Al to personalize treatment plans
based on patient data, such as genetic
information, past treatments, and beha-
vioral patterns, to enhance outcomes.

Implement Al in Virtual Mental Health
Assistants and Chatbots (Catania et al.,
2024)

Integrate Al-powered virtual assistants and
chatbots into mental health care systems to
provide real-time support, psychoeduca-
tion, and coping strategies.

Utilize Al in Predictive Analytics for Suicide
Risk Assessment (Atmakuru et al., 2025)

Employ Al systems to assess suicide risk by
analysing data from multiple sources,
including electronic health records, social
media activity, and patient interviews.

Al-Driven Cognitive Behavioral Therapy
(CBT) (Oliveira et al., 2023)

Promote the use of Al-powered CBT
platforms for the treatment of mental
health disorders like depression and
anxiety, particularly for individuals unable
to access traditional therapy.

Al for Monitoring and Continuous
Assessment of Mental Health (Groot et al.,
2023)

Use Al to track ongoing mental health
status through wearables and mobile apps
that monitor physiological data (e.g., sleep
patterns, heart rate) and self-reported
mood logs.

Enhance Decision-Making with Al in Clinical
Settings (Kolding et al., 2024)

Incorporate Al into clinical decision-making
tools to help mental health professionals
make more informed choices about
diagnosis, prognosis, and treatment.

Address Ethical Concerns and Ensure
Transparency (Kasula 2023)

Develop clear ethical guidelines for the use
of Al in mental health, focusing on data
privacy, bias, and transparency in Al
algorithms.

Promote Al Training and Awareness Among
Mental Health Professionals (Taher et al.,
2023)

Provide education and training for mental
health professionals on how to integrate Al
tools into their practice while maintaining
patient-centred care.

Encourage Collaboration Between Al
Developers and Mental Health Experts
(Kellogg and Sadeh-Sharvit, 2022)

Foster collaboration between Al develop-
ers, mental health clinicians, and research-
ers to ensure that Al tools are developed
with clinical relevance and ethical consid-
eration in mind.
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The recommendations outlined above in Tables 4 and 5 are consistent with the

policy recommendations articulated by WHO, UNICEF and other international

bodies. They encourage taking advantage of their multiple advantages but with

caution, advocating for more evaluations, giving access to excluded populations and

being particularly vigilant on ethical rules. These recommendations can be synthe-

sized into the following nine categories:

1. Expand Access to Digital and Telehealth Services

Implement and expand telehealth platforms for mental health services,
including video and phone consultations, especially for underserved and rural
populations.

Leverage digital health technologies to improve access and support health

outcomes.

2. Integrate Al for Early Detection and Continuous Monitoring

Use Al-driven tools for early detection and screening of mental health
conditions, such as depression, anxiety, and psychosis, by analysing speech,
text, and behaviour patterns.

Employ Al in predictive analytics for suicide risk assessment and to track
ongoing mental health status via wearables and mobile apps.

Promote Al-powered virtual assistants, chatbots, and cognitive behavioral
therapy (CBT) platforms for real-time support, psychoeducation, and per-

sonalized treatment.

3. Enhance Digital Interventions and Cognitive Behavioral Therapy (CBT)

Improve access to digital CBT programs, focusing on overcoming barriers such
as stigma and time constraints.
Use Al-powered CBT for treating conditions like depression and anxiety,

particularly for individuals unable to access traditional therapy.

4. Increase Digital Literacy and Capacity Building

Train mental health professionals on the use of digital tools, platforms, and Al
technologies to ensure effective delivery of digital interventions.
Develop strategies to increase digital literacy among healthcare providers to

ensure data privacy and effective care delivery.
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5. Ensure Data Privacy, Ethical Use, and Security

Implement strong data protection protocols to safeguard patients' mental
health data, in line with WHQ's guidelines on ethical Al use.
Address ethical concerns, focusing on transparency, data privacy, and bias in

Al systems.

6. Promote Peer Support and Community Engagement

Facilitate online peer support groups and communities to offer emotional
support and shared experiences.
Ensure that digital tools for mental health are designed with a focus on

inclusivity, transparency, and community engagement.

7. Foster Collaboration and Innovation in Mental Health Technology

Encourage collaboration between Al developers, mental health clinicians, and
researchers to ensure that Al tools meet clinical needs while adhering to
ethical guidelines.

Support the development and scaling of digital mental health innovations

tailored to local contexts.

8. Monitor, Evaluate, and Improve Digital Health Interventions

Continuously monitor and evaluate the effectiveness of digital health
interventions through data analytics to refine services and ensure they meet
patient needs.

Implement strong governance mechanisms for monitoring Al systems and

digital health tools.

9. Promote Children's Rights in Digital Mental Health Solutions

Ensure that Al systems respect children's rights, focusing on safety, privacy,
fairness, and inclusion in the development of digital mental health tools.
Safeguard children’s privacy and well-being in Al-driven mental health solu-

tions, with a particular focus on safety measures in chatbot implementation.

By integrating these comprehensive policy recommendations, the digitalization of

mental health care can be effectively advanced, ensuring increased accessibility,

better outcomes, ethical use, and global collaboration in improving mental health

services.
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Theory of change

A theory of change describes why a particular way of working will be effective by
combining in a timely order key elements of change process. Figure 1 shows all the
key components of a comprehensive approach in making transformative changes to
address the integration of emerging digital and Al-based technologies in mental
health care. This dynamic process must be designed and adapted to evolving political
and strategic opportunities, taking into account the country's unique context and
factors such as ongoing initiatives to strengthen health systems, recognizing that the
process is rarely linear. The theory is designed with the United Nations Agenda 2030

and WHO's strategies on mental health and e-health in mind.

Figure 1. Theory of change

Transformative changes
in the way countries should deal with the digital and Al-based technologies
in mental health care

Awareness building - Active involvement
of patients, families and vulnerable communities in decision-making

Mental health needs — Inform policy
Big data and Evidence to evidence — Battle stigma

Political engagement and commitment — Openness to innovation

— Regulation
Policy adaptation and integration — Governance
— Legal frames

Ensuring access to most vulnerable — Inclusive platforms
and underserved — Cultural Competence

— Univeral coverage
— Ethical safeguards
— Accpuntability

— Informed consent

Capacity for impact

Continuously adapting
to digital and Al advances while addressing emerging population
mental health issues and their determinants

Adapted from WHO (2024), Answering the Global Call — Health and Migration Strategy 2024-2030
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Chapter 5. Policy and strategic preconditions for successful implementation

The digitalization of healthcare and the integration of Al applications into everyday
practice are complex processes, involving a broad array of clinical, operational, and
ethical challenges. Successful implementation requires collaboration among multiple
stakeholders and disciplines. The integration of digital and Al technologies into
mental health care is even more challenging due to the heightened sensitivities
surrounding mental health conditions and the need to approach care with cultural
and emotional awareness.

We are entering a new era that is steadily and profoundly transforming the
delivery of mental health care. While it offers solutions to long-standing issues
within the system, it also presents new and complex challenges that must be
addressed.

Ad hoc, sporadic and non-systematic applications may complicate the process
of change, creating confusion, unintended harm and exacerbating inequalities into
the system. Leaders need clear and coherent guidance and support from scientific
mental health community. They must address the critical political and scientific
preconditions for meaningful and sustainable change which involves capacity
building and long-term vision.

A structured, hierarchical framework is needed to guide the initiation,
organization, and implementation of policy and planning decisions within the
domain of digital mental health within the broader context of the digitalization of
the entire health system (World Health Organization, 2023).

Therefore, it is essential to establish foundational preconditions that ensure
policies are evidence-informed, values-driven, and that strategies are sustainable,
impactful, and inclusive. These preconditions, arranged hierarchically, encompass
political, legal/regulatory, strategic, technical, and operational dimensions, providing
the basis for effective change. Attempting to introduce change without giving proper
attention to this sequence may significantly hinder the implementation of compre-
hensive and well-thought-out approaches to digital and Al-driven mental health

care.
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Political commitment is critical, requiring strong leadership, long-term vision,
and intersectoral collaboration. Countries must integrate digital and Al tools into
broader health system development agendas while appropriate legal frameworks
and fostering participatory governance, transparency, and accountability. Political
visions need to be explicit about the values and principles on which digital and Al
technologies will be introduced and applied in a given country.

Clear road mapping is important to outline priorities, set measurable goals,
and guide progress effectively. Strategic planning should prioritize establishing multi-
stakeholder partnerships, empowering individuals and communities and upgrading
health systems infrastructure to accommodate digital and Al solutions in mental
health care.

Technical and scientific expertise plays a pivotal role in providing reliable
data, analytical tools, and access to scientific advice. Partnerships with academic and
technical institutions are critical for informed policymaking, while continuous
monitoring and evaluation ensure adaptability to evolving challenges. Adapting and
finely tuning digital methods to local cultural and behavioural contexts is also very
important.

Operational capacity is crucial to these efforts, requiring skilled personnel,
robust institutional structures, and the implementation of advanced technologies,
including telepsychiatry, Al-driven diagnostic and therapeutic apps, and vulnerability
mapping tools.

By establishing clear roadmaps and prioritizing access at every level, decision-
makers can effectively navigate the complex challenges of digital mental health,
building sustainable and adaptive mental health care systems for the future.

Overall, the effectiveness of digital mental health care strategies can be
significantly increased by engaging diverse stakeholders, by tailoring plans to the
uniqueness of local contexts, by introducing mechanisms to safeguard the applica-
tion of their ethical aspects, by highlighting multiple co-benefits of the digital trans-
formation, by introducing systematic monitoring of clinical outcomes and service
quality standards, by providing clear actionable implementation pathways, and by

improving communication and outreach.
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With regard to ensuring ethical standards in the application of digital and Al
applications in mental health Table 6 outlines some of the most important steps that

can be taken in a ‘multi-layered’ approach.

Table 6. Ensuring Ethical Standards in Digital Mental Health and Al Applications:
A Multi-Layered Approach

Countries must establish mechanisms and processes that continuously address the ethical
and deontological implications of digital and Al-based applications across various societal
sectors, with particular focus on healthcare. Given the unique challenges surrounding
mental health, including both individual and societal sensitivities, it is crucial to prioritize
ethical considerations in this domain. Below is a list of mechanisms and instruments that
can assist countries in safeguarding ethical standards, ensuring that digital and Al-based
tools in mental health care are deployed responsibly and effectively.

Ethical Committees and Advisory Boards: These groups should consist of mental health
professionals, ethicists, legal experts, patient advocates, and Al specialists to regularly
assess the ethical implications of digital mental health tools and Al applications. The
Council of Europe advocates for the establishment of ethical committees to review Al and
digital mental health tools before they are used in clinical or community settings. Ethical
Committees are expected to examine the design, methodology, and implementation of Al
tools to ensure that they do not violate fundamental human rights and are aligned with
the principles of the European Convention on Human Rights (ECHR) and the Convention
for the Protection of Human Rights and Dignity of the Human Being (the Oviedo
Convention).

Regulatory frameworks: The implementation of Al in mental health must adhere to
regulatory compliance standards. Governments and health authorities must establish
clear regulatory frameworks that guide the ethical development and use of Al in mental
health care and which aligned with existing medical standards. The Council of Europe’s Al
Policy Framework (The Framework Convention on Artificial Intelligence - Artificial Intel-
ligence - www.coe.int, n.d.) sets forth the importance of creating comprehensive
regulatory systems to monitor the use of Al, ensuring that these tools are both safe and
ethical.

The establishment of Independent Oversight Bodies to oversee the implementation and
use of Al technologies (Berardi et al., 2024). The Council of Europe recommends that
these bodies should include experts from a variety of fields, such as ethics, law, medicine,
and technology.

Ethical Guidelines and Frameworks: Development and enforcement of clear ethical
guidelines that align with established mental health principles, such as beneficence
(promoting well-being), non-maleficence (doing no harm), autonomy (respecting patient
rights), and justice (fairness and accessibility).The Council of Europe aligns with the
European Commission's guidelines on ethical Al. According to these guidelines, Al systems
used in mental health should be trustworthy and designed to prioritize user well-being.

Ethical reviews examine the potential risks of Al-based interventions for individuals'
mental health, privacy, and autonomy as well as avoiding reinforcing or perpetuating bias
and discrimination. Ethical review mechanisms are encouraged to ensure that Al-based
tools are transparent in how decisions are made, explainable to patients and healthcare
providers, and accountable in their outcomes. Such mechanisms must include robust
informed consent processes and patients should be empowered to make decisions about
their care. Of key importance is the involvement of diverse expertise, of the public and
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relevant stakeholders (e.g., patient groups, civil society and community groups) in the
ethical review process. This ensures that digital health tools, including Al-based mental
health interventions, meet the needs and expectations of the broader community and do
not inadvertently harm vulnerable populations.

Ethical Impact Assessments (EIA): The Council of Europe calls for EIAs to evaluate the
societal and ethical consequences of Al systems.

Al Ethics Certification: The Council of Europe encourages the creation of certification
systems that ensure Al technologies are compliant with ethical standards. In the context
of mental health, this certification would assess whether Al tools are aligned with human
rights, medical ethics and ensure they meet clinical safety and efficacy standards.

Data privacy and security is another critical layer in safeguarding the ethical use of digital
mental health tools. Al applications in mental health often involve handling sensitive
personal data, making it essential to establish robust data protection measures.
Compliance with international laws such as the General Data Protection Regulation
(GDPR) (EUR-Lex - 02016R0679-20160504 - EN - EUR-Lex, n.d.) is crucial for protecting
patient privacy. The Council of Europe’s Convention 108 (Convention 108 and Protocols -
Data Protection - www.coe.int n.d.)advocates for transparent and accountable data
processing mechanisms, ensuring that personal data is handled with respect and care.
Moreover, continuous Data Protection Impact Assessments (DPIAs) should be conducted
to identify and mitigate the risks of data breaches and other potential vulnerabilities.

Fairness of Al algorithms: As Al becomes more integrated into mental health care, it is
paramount to address bias prevention and fairness in Al algorithms. The Council of Europe
emphasizes the importance of non-discrimination in the development and deployment of
Al systems, especially in healthcare. Al models must be trained on diverse and
representative datasets to avoid perpetuating biases based on gender, race,
socioeconomic status, or other demographic factors. This ensures that vulnerable and
marginalized groups are not left behind.

Clinical validity and accountability are paramount in ensuring that Al tools used in mental
health are both safe and effective. The Council of Europe advocates for the clinical
validation of Al-based tools through rigorous methods such as randomized controlled
trials.

Patient-centred design is also vital to ensure that Al tools meet the specific needs of
individuals. The European Charter of Patients' Rights stresses the need for healthcare
tools, including digital mental health applications, to be responsive to patients’ needs and
preferences. Engaging patients in the design process ensures that their experiences,
concerns, and expectations are considered, leading to more user-friendly and effective
tools. There have to be opportunities for patients to provide continuous feedback,
ensuring that digital mental health tools remain responsive to their needs and concerns.

Overall, the ethical application of Al and digital mental health tools requires a
comprehensive, layered approach to ensure that patient rights, privacy, and well-being
are safeguarded. This approach involves key mechanisms which focus on promoting
transparency, fairness, clinical effectiveness, and regulatory compliance, all while
engaging patients in the development and use of digital mental health solutions.
Introducing such mechanisms and processes requires explicit political commitment and
strong institutional capacity.

A valuable tool for addressing complex issues that require developing a common
understanding and consensus by different actors including politicians, multi-discipli-

nary academics, front-line professionals and civil society is policy dialogues (World
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Health Organization 2015), (EU-Luxembourg - WHO Universal Health Coverage
Partnership with funding from the European Union and the Grand Duchy of
Luxembourg, 2015). The digital transformation of healthcare, particularly the
integration of digital and Al-based technologies in mental health, demands attention

in public discourse due to their complex, multifaceted, and interdisciplinary nature.

Table 7. Policy dialogues

Policy dialogues play a vital role in fostering good governance and democracy by ensuring
that decision-making is enriched by diverse perspectives and grounded in the most
reliable evidence available. (5th Policy Dialogue on Social Protection and Development
2024) A number of types of policy dialogues could be relevant in the case of the digital
transformation of mental health care including, sharing information (informative policy
dialogues), gathering feedback from stakeholders (consultative policy dialogues),
consensus building (deliberative policy dialogues), explaining facts and evidence
(advocacy policy dialogues) and developing joint-up strategies (strategic policy dialogues).
Policy dialogues must be contextualized particularly when addressing complex issues such
the introduction of digital and Al-based technologies in mental health care and its impact
on health systems performance. It is crucial to assess the capacity of the country’s health
system to integrate and manage the new technologies.

Most importantly the dialogue must take into account the values and principles that
underpin the country’s approach to mental health, especially local issues related to
inequalities, access to services, and discrimination. The discussion must be informed by
scientific evidence, the guidance provided by competent international bodies and
examples of good practice.

The digitalization of mental health care and the introduction of Al-based tools are
still in their early stages. There is a need to be open to anticipatory foresight (World
Health Organization, 2024) in order to navigate future challenges and opportunities
in this domain. Finally, aligning national actions with global commitments and
recommendations, such as relevant WHO strategies and plans, addressing health
inequalities, and promoting adherence to patient-centred ethical frameworks, are

essential for success.
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Chapter 6. The case of Greece

The Greek government’s National Mental Health Strategy 2015-2020 (7.5 Mental
health, n.d.) (extended) and the National Action Plan for Mental Health 2020-2025
(7.5 Mental health, n.d.) both aim to strengthen and transform the country’s mental
health system, ensuring better access, comprehensive care, and reduced stigma for
individuals with mental health conditions. The core objectives of the Strategy and
the Action Plan are closely aligned, emphasizing the need for accessible, community-
based care, with a strong focus on integration and accessibility.

The National Mental Health Strategy centres on reducing dependence on
large psychiatric hospitals, promoting community-based care, and expanding
services such as mental health centres, rehabilitation programs, and outpatient care.
A crucial element of this strategy is the integration of mental health services into
primary healthcare and general hospital settings, ensuring that mental health care is
not isolated but is part of an inclusive, holistic approach to health. Additionally, the
strategy prioritizes raising public awareness, combating stigma, and fostering early
diagnosis and intervention.

Building on these foundations, the National Action Plan for Mental Health
continues the work of the Strategy with a more targeted focus on vulnerable popula-
tions such as youth, the elderly, and marginalized groups. It seeks to improve access
to mental health services for all citizens, especially those in remote or rural areas.
The plan also emphasizes the importance of expanding mental health care within
primary healthcare settings and creating effective crisis response services, such as
crisis intervention teams and mental health helplines. Furthermore, it promotes
mental health support within workplaces and educational environments, aiming to
build resilience and well-being in these spaces.

Together, these two frameworks aim to create a robust, accessible, and
compassionate mental health system that addresses the diverse needs of Greece’s
population. The Psychiatric Reform (Projects n.d.) will be further advanced with the
creation of the National and Regional Networks of Mental Health Services (Geniki-

grammateia-evaloton-politon-kai-thesmikis-prostasias, Ministry of Migration and
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Asylum (2020) and the establishment of a surveillance and monitoring system of
individuals receiving psychiatric treatment in order to ensure continuity of care.

The adoption of digital tools in healthcare is gaining significant importance in
Greece, especially in terms of improving access to services and enhancing the overall
quality of care. The National Digital Strategy for Healthcare (Greek Ministry of Digital
Governance, 2019), commonly known as the eHealth Strategy, along with various
initiatives from the Greek Ministry of Health, are focused on incorporating digital
solutions to tackle healthcare challenges effectively. The National Digital Health
Strategy sets the following objectives:

e To strengthen telemedicine services and remote care: Expand telemedicine
services, especially in rural areas, to allow for consultations, diagnosis, and
monitoring without the need for physical visits.

e Tointroduce digital health records and interoperability: Implement electronic
health records (EHR) for all citizens to enable seamless data exchange
between healthcare providers and improve decision-making.

e To promote mobile health applications: Promote the use of mobile health
apps to monitor chronic conditions, provide medication reminders, and
facilitate self-management of health.

e To ensure data protection and cybersecurity: Ensure strict data protection
measures and cybersecurity protocols to protect patient information as
digital tools are integrated into the healthcare system.

e To advance digital literacy and train healthcare professionals: Ensure that
healthcare professionals are trained in using digital tools, such as telehealth
platforms and electronic health records, to improve care delivery.

In recent years, Greece has also started implementing digital tools specifically for
mental health care. The Greek healthcare system has integrated telepsychiatry,
mental health mobile apps, and other digital solutions into national mental health
strategies. Currently the following digital-based facilities are being implemented in
Greece:

e Telepsychiatry: The Ministry of Health has rolled out telepsychiatry services,

to ensure continued mental health care through virtual consultations.
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e Digital mental health platforms: Greece has begun implementing digital
platforms that provide mental health services, such as therapy apps and crisis
intervention through mobile applications.

e Digital mental health literacy: There is a strong push to increase digital
literacy among mental health professionals to ensure they can effectively use
telemedicine platforms and digital tools to treat patients.

e Reducing barriers to access: The strategy aims to reduce geographic and
socioeconomic barriers to accessing mental health care by offering digital

mental health services, especially for underserved populations.

Greece has made significant progress in digitalizing its healthcare and mental health
services, but challenges persist in several areas. One of the primary obstacles is
ensuring digital inclusion, as many elderly individuals or those from disadvantaged
backgrounds still face difficulties accessing digital health tools. Another critical issue
is data privacy, as the increased use of digital technologies heightens concerns about

safeguarding sensitive health information.

CASE STUDY: Telemedicine in Alzheimer’s disease in Greece
Residents of remote areas in Greece often struggle to access high-quality healthcare
services, a challenge that is even more pronounced for vulnerable groups like patients with
dementia or mobility issues. Telemedicine, which provides medical services remotely, offers
a powerful solution to this inequality. The National Telemedicine Network (EDIT) was
established by the 2" Health Region of Piraeus and the Aegean in 2016 to serve residents of
the Aegean Islands, with plans for national expansion.

For effective and safe implementation of telemedicine services in Greece, several
conditions must be met. A recent study detailed the nearly four-year experience of the
scientific and clinical team at the "Memory, Dementia, and Parkinson's Disease Clinic
through EDIT" at the A' University Neurology Clinic of Aeginition Hospital. Since March
2021, the clinic has been providing telemedicine consultations for patients with cognitive
and motor disorders in the public health structures of the Aegean Islands. The study
(Angelopoulou and Papageorgiou, 2024) highlights the steps taken to establish the clinic,
the challenges faced, and the future plans for expanding its operations nationwide,
leveraging EDIT’s infrastructure.

Expected benefits of the clinic's expansion include equal access to specialized care for
all citizens, regardless of location, early diagnosis, regular monitoring, proper management,
improved quality of life and autonomy for patients, reduced caregiver burden, lower costs
for patients, their families, and the national healthcare system, and faster adoption of
telemedicine in Greece.

The interdisciplinary team of the clinic includes neurologists, neuropsychologists, a
psychiatrist, and other healthcare professionals. Telemedicine consultations involve the
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patient’s medical history, neurological and neuropsychological assessments, and functional
evaluations using various clinical scales. The consultations last about an hour, facilitated by
a local healthcare professional, and utilize high-definition cameras and secure data
networks to ensure privacy and quality.

The clinic's initial setup involved securing partnerships with Aeginition Hospital and the
2nd Health Region, defining the clinic’s team, and training them in telemedicine
technologies. A detailed evaluation protocol was developed, including psychological and
neurological assessments adapted for remote consultations. Patients provided informed
consent, and patient referrals were coordinated from regional healthcare providers.

Over time, challenges were identified, including the need for increased public
awareness, more extensive training for healthcare professionals, and the lack of specific
regulatory frameworks for telemedicine in Greece. These issues have hindered the full
implementation of telemedicine services, especially for patients with mental health
conditions like dementia and Parkinson's disease.

The national expansion of the clinic and EDIT network requires the development of
telemedicine evaluation protocols for various specialties, the establishment of legal
frameworks, and continuous service monitoring and improvement. Economic studies on the
cost-benefit analysis of telemedicine are also essential for justifying its broader adoption.

Looking ahead, the clinic aims to enhance remote healthcare delivery, improve patient
outcomes, and reduce healthcare costs. By increasing access to specialized care and
improving patients' quality of life, the clinic serves as a model for other medical specialties.
Efforts to inform and educate both healthcare professionals and the public about
telemedicine’s benefits and limitations will be crucial for its successful expansion.

As the network grows, the clinic expects increased patient demand, emphasizing the
importance of securing ongoing funding and support to maintain its operations.

Photo provided through personal communication with Director of Neurology Telemedicine Clinic, Professor
Sokratis Papageorgiou: Coverage areas of the National Telemedicine Network (EDIT) in the Aegean Islands.
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Photo provided through personal cor;wmunication with Director of Neurology Telemedicine Clinic,
Professor Sokratis Papageorgiou: Typical setup of a telemedicine station.
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Photo provided through personal communication with Director of Telemedicine Clinic,
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The protection and security of this data must remain a top priority to maintain trust
in digital health services. Additionally, the training of healthcare workers in the use
of digital health tools is essential for ensuring their effective implementation and
enhancing their impact. Without proper training, healthcare professionals may
struggle to fully adopt and utilize these tools, limiting their potential benefits.

These efforts are part of Greece's broader strategy to align with European
Union initiatives and international standards (WHO) aimed at integrating digital
health solutions into the healthcare system. By addressing these challenges, the
Ministry of Health aims to improve the accessibility and efficiency of healthcare and
mental health services, ensuring that digital advancements can be leveraged to

benefit all segments of the population.

Chapter 7. Discussion and Conclusions

The narrative of the digital transformation of mental health care and the use of Al-
based technologies is constantly changing influenced by new developments and
applications, and the increasing needs and demands for mental health services.

The question we asked in the beginning was whether the benefits of this
wide array of technological developments outweigh legitimate concerns about their
use and ethical implications. As it will be shown below the overall scientific verdict
on the most widely used such technologies is positive with caution about two main
parameters: the relative lack of definitive evidence about their effectiveness and
also the need of robust regulatory frameworks to address ethical, human rights and
legal issues.

In the first part of this chapter the positive and negative aspects of the main
digital technologies applied in mental health care will be considered and in the
second part a strategic synthesis of the policy and social dimensions of the digital
and Al applications in mental health will be made.

The global mental health crisis highlights the urgent need for accessible and
effective interventions. Chatbots powered by generative artificial intelligence (Al),

such as ChatGPT, have emerged as the most promising solutions in mental health
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care (Rauws, 2022). Several positive impacts and challenges were identified, along
with key recommendations for improving these tools.

The Positive Aspects of Chatbots based on testimonies of users (Siddals et al.,
2024) include: a) a sense of emotional sanctuary, providing a safe space for
expressing feelings without fear of judgment. This aspect aligns with the therapeutic
benefit of having a non-judgmental outlet for emotional expression, which some
participants felt was less attainable in traditional human therapy settings; b) ability
to provide insightful advice, particularly regarding relationships and personal
growth. This guidance was often perceived as helpful, especially when users were
dealing with trauma or loss; c) joyful feelings when connected with the chatbot, as
they felt heard and understood; and last but not least d) seen as a valuable
alternative but not substitute for human interaction particularly for those unable to
access human therapists due to various constraints such as cost, availability, or
stigma.

The reported negative and challenging aspects if Chatbots include: a) safety
concerns in particular with regard to the lack of safety guardrails in the chatbot
interactions including alerts to human therapists when a user is in distress and
emergency situations; b) limited emotional intelligence and a feeling of mechanical
connection lacking the depth and empathy when interacting with therapists; and c) a
danger of over-reliance and of becoming dependent on Chatbots.

Generative Al chatbots in mental health care offer promising opportunities to
enhance access to support, particularly for those unable to access traditional
services. However, several challenges need to be addressed. Key improvements
include integrating better safety features to handle emotional distress and
emergencies, such as real-time monitoring by human therapists and crisis
intervention protocols. Enhancing the emotional intelligence of chatbots through
advanced natural language processing and affective computing would bridge the gap
between Al and human emotional understanding.

While Al chatbots can effectively provide psychoeducation (Denecke et al.,
2021) and promote treatment adherence, they should complement, not replace,

human therapy. As the field evolves, further research is essential to refine Al chatbot
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technology, improve its effectiveness, and ensure its ethical and safe integration into
mental health care, enhancing accessibility and support for diverse user needs.

Another crucial and rapidly expanding sector is Telemedicine and particularly
telepsychiatry offering significant opportunities to enhance accessibility and address
the growing need for mental health services (Kister et al., 2023). The increasing use
of telepsychiatry, especially in video consultations, brings both benefits and chal-
lenges, which require careful consideration to maximize its effectiveness and
improve patient outcomes.

One of the key advantages of telepsychiatry is its ability to increase access to
mental health care, particularly in regions affected by a shortage of medical
professionals. Telepsychiatry eliminates geographical barriers, allowing patients to
receive care regardless of their location, and it can be especially valuable for
individuals living in rural, underserved areas or conservative societies where mental
illness is stigmatized. Telepsychiatry can also help bypass cultural barriers, such as
those related to traditional views on mental health, by offering an anonymous and
safe environment for patients to seek help without fear of judgment (Lin et al,,
2022). It also reduces the costs associated with travelling to appointments, which
can be a significant barrier for many individuals. Research comparing teletherapy
with traditional in-person therapy (Cowan et al., 2020) has shown that teletherapy
produces similar treatment outcomes, including symptom reduction, at both post-
treatment and follow-up stages.

The negative and challenging aspects of telepsychiatry include the difficulty in
establishing a strong therapeutic alliance through a screen. Creating a meaningful
connection with patients can be challenging when the therapeutic interaction is
mediated by technology. This can hinder the development of trust, which is essential
for effective therapy, especially in complex mental health cases. Technical issues
such as poor internet connectivity, platform malfunctions, or inadequate hardware
can disrupt therapy sessions and contribute to client attrition. Lastly it should be
noted that some groups, such as the elderly, the blind, and the deaf, may face
challenges in accessing or adjusting to or benefiting from telepsychiatry due to

technological barriers or difficulties in communication. Additionally, certain patients
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may have difficulty adjusting to telehealth platforms or feel uncomfortable with the
virtual format, which may impact their engagement in therapy.

Telepsychiatry lacks comprehensive guidelines in relation to handling medical
errors and ensuring the safety and confidentiality of patients and clear protocols to
address potential issues such as emergencies, patient crises, or suicidal ideation,
ensuring that clinicians are equipped to respond appropriately.

To improve telepsychiatry, platforms should be user-friendly, reliable, and
optimized for various devices. Building strong therapeutic alliances requires better
communication, therapist adaptability, and occasional in-person sessions (Ratheesh
and Alvarez-Jimenez, 2022). Telepsychiatry should cater to diverse patient needs,
including those with disabilities or low-tech literacy. Thus, in conclusion telepsychia-
try offers increased access to care but faces challenges. Clear guidelines, improved
technology, stronger relationships, and accessibility are key to its success. Ongoing
research is crucial to refine practices and maximize its potential.

Smartphone apps for delivering psychological interventions have gained
significant popularity, capitalizing on the widespread use of smartphones and the
growing app market focused on mental health. Despite the potential of these digital
solutions, the evidence surrounding the efficacy of standalone apps for treating
mental health symptoms remains unclear (Miralles et al., 2020).

One of the most significant advantages of smartphone apps for mental health
is their ability to increase access to psychological interventions. Apps allow users to
engage in therapy or mental health management anytime and anywhere, removing
geographical and logistical barriers. This is especially important for individuals who
may otherwise face challenges in accessing traditional therapy due to cost, stigma,
or location. Smartphone apps provide a cost-effective alternative to in-person
therapy. Since many people already own smartphones, the cost of these apps tends
to be lower than traditional therapy sessions. Furthermore, apps are typically
available around the clock, providing users with a convenient, flexible option to
manage their mental health. A meta-analysis (Weisel et al., 2019) found that
standalone apps had a significant impact on certain mental health conditions
particularly when targeted towards specific disorders like depression or substance

use. Smartphone apps are designed to address the most prevalent disorders, such as
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depression, anxiety, and substance use and, in this way, can help in reducing the
burden on the mental health care system by supplementing or complementing in-
person treatment.

While some trials show promising results, the overall evidence on the efficacy
of standalone smartphone apps for treating mental health symptoms is still
inconclusive (Gamble, 2020). The evidence indicates that the effectiveness of these
apps is limited to certain conditions and may not be as effective for a broad range of
mental health disorders. Furthermore, many mental health apps lack the ability to
tailor interventions to the unique needs of individual users. Lastly the effectiveness
of smartphone apps is often hindered by technical barriers such user interface
design while some populations, such as the elderly or those with disabilities, may
have trouble using these apps effectively. As is the case with other applications there
are concerns about privacy and security regarding their use and the risk of
dependence and over-reliance on them may prevent patients seek comprehensive
psychiatric treatments.

To enhance smartphone apps for mental health, further research,
personalization, better user experience, integration with support systems, and
stronger privacy protections are necessary. While promising, these apps should
complement, not replace, traditional care, especially for complex conditions.

The use of smart wearable devices to monitor mental health, particularly for
detecting anxiety, depression, and stress, has gained significant attention in recent
years (Hickey et al., 2021). One of the major advantages of smart wearable devices is
their ability to provide continuous, real-time monitoring of such physiological
indicators. Wearable technologies provide objective data that can complement
subjective assessments from patients or healthcare providers. This data can help in
identifying patterns or fluctuations in physiological markers that may indicate
changes in mental health status, thus facilitating more informed decision-making
and personalized treatment plans. These devices are designed to be portable and
easy to use. Many smart wearable devices can be integrated with other health
monitoring systems or mobile apps, providing a holistic view of an individual’s

physical and mental health.
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However, concerns have been raised about their accuracy and reliability with
regard to the measurement of parameters such as electrodermal activity in varying
environmental conditions. There is also concern that wearable devices may lead to
over-reliance, potentially neglecting professional intervention and in-person therapy
(Long et al., 2022). Additionally, privacy and security concerns regarding sensitive
mental health data highlight the need for strict regulations and secure data
transmission to build user trust.

Smart wearable devices can revolutionize mental health monitoring, but
improvements in accuracy, privacy, and integration with professional care are
needed. Further research and advanced algorithms will enhance their effectiveness
in detecting and managing conditions like anxiety and depression.

Research into value co-creation in online communities reveals several
positive aspects related to the impact of belongingness (Liu et al., 2020) and social
support on member behaviour. The sense of belonging fosters a positive cycle where
members feel empowered to contribute valuable information and support to others.

Virtual reality (VR) offers significant potentialBell et al., 2020) for enhancing
mental health assessment and treatment. One of the most prominent positive
aspects of VR is its ability to create highly controlled, immersive environments that
are ecologically valid, simulating real-world experiences. VR can enhance person-
alization and engagement by adapting the environment to the individual’s needs and
preferences. VR technologies can also provide clinicians with valuable insights into a
patient’s behaviors, emotional responses, and progress, making it an effective tool
for both research and clinical settings. The development of VR-based treatments for
mental health conditions, including anxiety, depression, PTSD, and eating disorders,
is rapidly advancing (Bell et al., 2024). The use of gamification, biofeedback, and
artificial intelligence (Al) within VR further enhances accessibility and engagement.
These technological developments promise to increase the efficacy of treatments by
providing interactive, dynamic, and personalized therapeutic environments.
Moreover, VR-based treatments have the potential to be more accessible, reducing
barriers such as stigma or geographic constraints that prevent individuals from
accessing traditional therapy. They allow an immersive approach offers insights into

the psychological and physiological processes behind addictive behaviors, opening
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doors for more effective therapeutic strategies. VR’s ability to integrate multi-
sensory experiences, including visual, auditory, olfactory, and tactile stimuli, creates
realistic and engaging environments that could significantly enhance addiction
treatment programs (Mazza et al., 2021).

Negative effects include over-reliance on online communities, high costs and
technical barriers in VR, data interpretation challenges, and privacy concerns in both
online communities and VR treatments, which may compromise user trust and data
security.

To address these challenges, recommendations focus on enhancing support
systems in online communities by fostering a more inclusive environment and
integrating professional healthcare support to prevent over-reliance on peer-to-peer
interactions (Pretorius et al., 2019). In VR, efforts should be made to reduce the cost
of hardware, develop more portable options, and train healthcare providers to use
VR effectively. Collaborations between technology developers, researchers, and
healthcare providers are key to making VR treatments more accessible, particularly
in under-resourced areas. Technical challenges in VR should be addressed by
improving reliability and consistency in virtual environments and enhancing data
interpretation tools to help clinicians utilize VR data effectively. Additionally, more
user-centred research is needed to adapt VR technologies to individual needs. Lastly,
to mitigate ethical and privacy concerns, both online communities and VR-based
treatments must adhere to strict privacy standards and data security regulations,
including implementing encrypted communication, obtaining informed consent, and
ensuring transparency in data usage. Establishing clear ethical guidelines for VR
treatments and content moderation in online communities is essential to protect
users' well-being and privacy.

The use of digital interventions, particularly self-guided apps or web-based
platforms, has shown potential in reducing suicidal ideation and behaviors (Torok et
al., 2020). Direct interventions that target suicidality directly were found to be
effective in reducing suicidal thoughts immediately post-intervention (Forte et al.,
2021). These interventions offer a promising alternative for individuals who are

unwilling or unable to access face-to-face care. The scalability and sustainability of
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digital interventions are particularly beneficial in reaching large populations, which is
crucial in the global context of rising suicide rates.

Digital interventions provide a safe, accessible, and anonymous space for
individuals facing suicidal ideation, particularly in conservative societies. They offer
effective alternatives for non-engagers in face-to-face therapy and enable real-time
monitoring for early intervention, including through social media algorithms that
identify at-risk individuals for timely support.

Digital interventions for suicidality face challenges such as limited efficacy for
certain populations (Sutori et al., 2024), insufficient long-term research, and difficul-
ties meeting evidence-based standards. Ethical concerns regarding data privacy,
technology barriers, and the potential misidentification of at-risk individuals further
complicate their effectiveness, especially for underserved or less tech-savvy
populations.

To enhance digital interventions for suicidality, focus on developing tailored,
theory-based interventions targeting suicidal ideation. Improve research by
conducting more randomized controlled trials and assessing long-term outcomes
(Stefanopoulou et al., 2020). Integrate digital tools with traditional care, ensuring
privacy and security standards are met. Improve accessibility, usability, and focus on
adolescent populations. These improvements can ensure digital tools effectively
complement traditional mental health care, especially in underserved regions.

The digitalization of mental health care, including the integration of artificial
intelligence (Al), presents immense potential for improving accessibility, increasing
efficiency, and delivering personalized care (Brunn et al., 2020). However, this
transformation (Bond et al., 2023) brings with it a set of significant challenges that
need careful consideration. Key concerns include privacy issues, the necessity for
quality control, and the establishment of regulatory frameworks to ensure that
digital mental health tools are both effective and safe. Striking the right balance
between advancing technology and maintaining ethical practices will be essential to
ensuring that digital mental health solutions provide maximum benefits while
minimizing the risks.

One of the major opportunities in digital mental health is its potential to

address global disparities in access to care. Al-driven solutions can extend mental
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health services to underserved populations, such as those in low- and middle-income
countries, as well as individuals in conflict zones, elderly people, and children. These
advancements are crucial in bridging the gap where traditional mental health
services are scarce. The ability to implement telepsychiatry, mobile apps, and Al-
powered platforms allows people in remote or underserved areas to access care
more easily, providing real-time assessments and quicker interventions.

Furthermore, the integration of Al into existing healthcare systems can
enhance the effectiveness of traditional mental health services. By assisting clinicians
with decision support systems, Al can improve diagnostic accuracy, reduce human
error, and create more streamlined, continuous care. Digital tools are also scalable,
meaning they can reach large populations without a corresponding increase in
human resources, thus improving service efficiency. Additionally, Al can help to tailor
treatment plans to individual needs, improving patient outcomes. Personalized
treatments, such as digital cognitive behavioral therapy (CBT) apps, offer targeted
support for conditions like anxiety and depression, while virtual reality therapies
could prove effective for treating PTSD, phobias, and other mental health issues.

The rapid pace of Al innovation also creates opportunities for ongoing
advancements in the diagnosis, monitoring, and treatment of mental health
conditions. By analysing vast amounts of data, Al can identify patterns and trends
that might otherwise go unnoticed, leading to new insights into the nature of mental
health disorders and ways to treat them. This is particularly beneficial for conditions
where traditional methods have been less effective.

Despite these opportunities, the shift to digital mental health care raises
several challenges. Privacy and security remain major concerns, particularly as vast
amounts of sensitive personal and health data are collected and stored. The
increased reliance on Al to analyze this data presents the potential for misuse or
breaches if not properly regulated. Additionally, the quality of digital tools varies,
with some lacking regulatory oversight, which could lead to unverified or ineffective
treatments. There is a pressing need for comprehensive standards and guidelines to
ensure the safety and efficacy of digital mental health interventions.

Another issue is the potential for over-reliance on digital solutions, which

could undermine the human element of care. While Al can provide valuable support,

53



it cannot replicate the empathy, understanding, and nuanced care that human
clinicians offer. For many individuals, especially those with complex mental health
issues, face-to-face interactions remain essential. Moreover, Al systems are not
immune to biases. If the data used to train these systems is flawed or unrepresenta-
tive, it could lead to misdiagnoses or discriminatory outcomes for marginalized
groups. This issue further highlights the importance of integrating human oversight
into Al-driven mental health care.

Equity concerns also need to be addressed. While digital tools have the
potential to expand access to care, they may inadvertently exclude certain
populations. Those who lack access to reliable internet, or who live in rural or
impoverished areas, may find it difficult to utilize digital mental health solutions
effectively. Furthermore, the digital literacy required to engage with these tools
could create barriers for older adults, individuals with disabilities, or those without
technological expertise.

The ethical implications of Al in mental health care also cannot be ignored.
There are concerns about Al making autonomous treatment decisions or overriding
clinician judgment. The potential for legal issues, such as liability in the event of
harm resulting from an Al-driven tool, remains unclear, posing risks to both patients
and providers. The National Committee on Bioethics and Technoethics in Greece has
published a comprehensive report offering guidance on the applications of Al in
healthcare. The report acknowledges the positive impact of Al on healthcare while
emphasizing the importance of people-centred approaches, respect for human
rights, and the preservation of the doctor-patient relationship (National Committee
on Bioethics and Technoethics, 2024). Furthermore, the rapid pace of digital innova-
tion may outstrip regulatory frameworks, leading to gaps in consumer protection
and oversight.

Despite these challenges, the digital transformation of mental health care
holds great promise. Al and digital tools can make mental health services more
accessible, efficient, and personalized, especially for underserved populations.
However, these tools must be implemented carefully, with attention to privacy,
equity, and quality control. Regulatory standards need to evolve alongside

technological advancements to ensure that these solutions are safe and effective.
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Additionally, addressing the potential risks associated with over-reliance on
technology and ensuring that human clinicians remain a central part of the care
process will be crucial. By overcoming these challenges, digital mental health
solutions can play a significant role in transforming mental health care globally,
offering a new path forward for individuals who have long been underserved by
traditional mental health systems.

In conclusion the hypothesis that “The positive impacts of the intersection of
the digital transformation and Al with mental health appear to significantly outweigh
its negative effects which can be effectively limited through value- driven policies,
regulatory and legal frameworks.” is fully supported by the evidence and facts
presented in this study. The scientific evidence shows that digital mental health
tools, including Al, offer significant potential to improve accessibility and efficiency in
mental health care. Very importantly the integration of Al can enhance diagnostic
accuracy and streamline continuous care, particularly in underserved regions. There
is an imperative that privacy and security concerns must be addressed to ensure
trust and safety in digital tools. It was repeatedly emphasized that over-reliance on
technology could undermine the human element of mental health care, highlighting
the importance of human oversight. Lastly ethical and equity issues must underpin
all systematic efforts to continuously address in particular biases in Al and limited
access to the impressive array of tools that are being increasingly available to the
global community. Mental health and its determinants are fundamental for human
wellbeing and at the very core of sustainable and social development values. A series
of global crises, including financial instability, the pandemic, and the looming threats
of climate change, have significantly heightened levels of stress and uncertainty
within the population. The digitalization of mental health care has the potential to

make a positive difference in addressing these challenges.
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Epilogue

The digital transformation of mental health care, fuelled by Al and digital tools,
offers promising solutions to global disparities in access and efficiency. However, as
technology rapidly evolves, we must remain cautious and mindful of the ethical,
privacy, and accessibility challenges it brings. Ensuring that digital solutions
complement, not replace, human clinicians, and addressing issues such as Al biases,
over-reliance, and equity gaps will be crucial in harnessing their full potential to
improve mental health outcomes for all. With careful development, oversight, and
collaboration, digital mental health tools can lead to a more accessible, efficient, and
personalized future for care worldwide. Brunn’s expression “The future is knocking”
about the fundamental change Al has brought into psychiatry says it all (Brunn et al.,

2020).
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